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Speaker

Seungwoo Yoo

Cloud MSP Partner @AhnlabCloudMate

Email: seung9721@naver.com

- 2023-04 ~ Ing : Cloud Engineer
- 2020-11 ~ 2023-03: .NET Web Developer (Blazor App)

- 2020 ~ Ing: Home Server Build & operating
- 2013 ~ Ing: PC Build & Troubleshooting
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What is Server ?

MH

"M et MEIAE HEBotl= A"




Home Server ?




Hardware
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ini PC
Mini P
-Pi
Raspberry
Router
Home
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Operating System

0 ROCky Linux Xen
©

‘ nim vSphere®

Microsoft
Hyper-V

Aarchlinux ¢
== Windows )X( NUTAk,.

PROXMOX

cw =

SUSE
openstack.



Prxoxmox VE

EER o oo [0 covecr

© Hep

X PROX MO virual Environment 600 <1

Server View # | patacenter

5 Datacenter (demociuster)

PROXMOX

Search
B pre ot e Guests
102 (debianbuster) [GE6) () @ Summary
103 (centosstream) centos O Notes i o Ceph Virtual Machines LXC Container
104 centos) O
105 (Rocky) = Cliier © Running 2 © Running 0
106 (Arch) [laRGHI @ cepn 0 + Online Q Stopped 2 Stopped 6
107 (AmaLinuy) & options x Offine
&3 100 (Ubun-23.04) (D 8 St
3 101 qwinto) RN a Cluster: demociuster, Quorate: Yes HEALTH_OK
108 (Fa7) Backup
109 (Debian-Bullseye) 3 Rej praumox - Proxmox Virtual Er X
locainework (ve-demot) 3

ceph (pve-demol)

=0

cophfst. (pve-demot)
£ [Jiso-tempiages (pve-demot)

PRO MO X Virtusl Erirorrent 717

A ot sec hitps | prowr

Wrtual Machine 106

x.00fhours.com

a1
s oty o o
local-vm (pve-demol) LA & 5
B pve-demo2 i 3. Console
B pve-demos 'Y B wcaiip . @ Hardware
BB pve-demos B iocarhm fprowmon) § o o
. B pve-demos CH ;
debian
-3 iy
© Fie & Morkor
Lt Mel
oo
< Sup )
0 Frowal
o Permissions Other user
Cluserlog
App | App App | App RTINS
Guest OS Guest OS B s

App

Linux Kernel

App

App | App

C 0009E2A0:618113EF wmcprany: 106
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Why use Cloud ? | AT

Included Good for safely storing all the basics, like
5GB contacts, calendars, and notes. Free
iCloud
I o u Keep everything Most Popular Recommended for storing your photos,
safe iniCloud videos, files, and apps and backing up $0.99/month
5OGB your device.

You are aimost out of KCloud storage.

f LR R Bl Microsoft
. and documents sately stored n Kl .
GOOg Ie D r I Ve Lzot(s) 3 F(’;css t;os: olgsh:nmdmj; :(r) :ne person with lots e Azu re

Great for Families A lifetime of photos, videos, and
everything else for you and up to five
2TB family members. Ideal for families
to share.

$9.99/month

] myBOX

Google Cloud
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Photo Apps

%2 immich Q = C & Upload  Administration O
2024
Wed, Aug 28
|_! Photos ®
Q_  Explore
2023
0 Mep 2021
2, Sharing ®
2020
LIBRARY
Q Favorites 0] %% immich

Wed, Aug 28

M Albums o]
B3 Utilities

& Archive ®
[ Trash ®

January 2023

January 2023

Wed, Jan 11,2023

Wed, Jan 11,2023

Wed, Jan 11,2023

Storage space
82.4TiB of 115.1 TiB used

——
% Buy Immich @
® Server Online vinzi

9:04 A
%% immich
July 2020

Sat, Jul 18,2020

Search

Albums

Library
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https://immich.app/docs/overview/quick-start/

Cloud Apps

000 5 2%

Nextcloud

Good evening

. 13.5°CFair night at 11:00 PM

I Recommended files

ﬁ sports-car-146873_960_7... png

Q Talk mentions

No unread mentions
Talk updates
- You can now change your camer.

market analysis. xisx
sports-car-146873_960_720.png

ﬂ Upcoming events @ Upcoming cards

O Release party &/
Today at 11:00 PM

Release party & 1 in4hours

O fix reported issues
Tomorrow at 1200 AM

fix reported issues 1 in5hours

new line dancing club (2) jpg

m Country-Dancing-Arthur_... jpg

O Release integration apps for Nextclou...
Monday at 2:00 PM

Release integration apps for... =113 days

Company call
Tuesday at 11:00 AM

Draft blogpost about integra... (=} in 4 doy ™ Alfes e+
Nextcloud Hub Linkedin b....png logpe 01 =]

© Recent

Discuss project Butterscotch
Nextcloud Hub Linkedin backgrou.

O Draft blogpost about integration
Wednesday at 12:00 AM

* Fovoites
Country-Dancing-Arthur_... jpg Virkspace ofCisine &

R
=

. Weekly hangout € Company call
new line dancing club jpg eu R i ol in 11 days
oo by_eugene_sy_646..
. .Y e Coroy ot W, o
e - £ Are you available tomorrow?
O weme  sie woad
A-Z~
7 oo i & - - - - -
92 KB+ 12/15/2017 :
Protos T e OltneOmn. Veda - gt o mowpes - Colectives -
animals.jpg < .
120 KB + 9/22/2017 : <
bananabre... bleed.jpg < . Tompltes - Tempatespr.. - newdosument - testdocument - TewltoJip.. - Newdogem - Newdocume. - Readme
565 KB + 4/20/2020 :

rnm

FlouChart-pro + myhairtoday = Contacts-Backupr  Colendar-Backup-

bear-cub.jpg < . . - m

697 KB * Sep 22

Modbles -+ Nextcloue_S..
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https://docs.nextcloud.com/server/latest/admin_manual/installation/system_requirements.html

Streaming Apps Jellyfin

Jellyfin

Movies

Movies

Next Up >

ADRIFT

-

| P FArars

|| | p
v n = IR . 4 Adrift The Road to El On the Road
JNES - SHERLOCK arcHeR ‘
Marvel's Jessica Jones Sherlock Archer Game of Thrones The Walking Dead h

S1:E1 - AKA Ladies Nigl S$1:E0 - Sherdock S01E00 720p BluRay DD2.0 x264 S1:E1 - Mole Hunt S1:E1 - Winter Is Coming S1:E1 - Days Gone Bye

Series

Latest Movies >

Yoo

Billions

* A ‘ The Limitless Sh*t

SHAWSHANK

Night Hunter Yesterday The Shawshank Redemp ~ Dave Chappelle: Sticks & Late Night The Dead Don't Die Dark Phoenix

2019 1994 2019



https://jellyfin.org/docs/general/installation/

Other Apps

Themes @

‘WORDPRESS

FILTERS @ MyVault o +Addiem VERIFY EMAIL
O B Bushesaedtard Veriyyour accounts email
address o unlock acess to
£ Alltems 5 Credit card BMO Bank al featurs.
* Favoites T Ve
Trash Send Email
» O @ Facebook
Login ebsie access 5
8 Logn O webs oreanzaons  ©
@ identty
D Secure Note You do not belong to any
. organizations. Orgarizators.
LoERS + allowyou o securely share
3 No Folder ems with other users.

+ New Organization

wered by

@aultwa rden

Energy istbution todey

Docrbes

& tosuaro e

Dashboard  [EEEREERERY [wcves-

42 0
/ /
= | [ Topetens

scut usbetes

Select a model

(o]

Hello, Chris
I help you tod

ADGUARD
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https://codex.wordpress.org/WordPress_Quick_Start_Guide
https://www.home-assistant.io/getting-started/
https://www.minecraft.net/en-us/download/server
https://ollama.com/
https://github.com/adguardteam/adguardhome/wiki/Getting-Started
https://github.com/dani-garcia/vaultwarden

Build with Docker

A 2

-
Containerized Applications )
docker-compose.yml imago Docker
‘r _— s
Container
8 0 0 goohoraomponu v
bl ] Docker Image
P S
mooe: mynaln 0. 19 imago =
rwune o J Docker
meE . docker & — _ il
- MVIOL _DATAD. woonnDlo
e i 4@ Compose } ‘, |
“ebusaos Docker Image
rovont: shunra S
o _
Docker wina; wos AN imaac I Docker |
- @ Contai
e ontainer
et Ooerating Svet " & [ |
ost Operating System -
DockerFile Docker Image
Infrastructure
),

16



Private Workspace

eoe M Devices Q

Sy v Saved Devices

¥¥ Favourites
CJ Devices

B Apps

i

Miosch T,

>,

N~

® +-

¢

chmod 400 myrsa.pem

ssh =i "myrsa.pem" ec2-user@ec2-3-138-190-245.us-east-
ws..com
Last login: Thu Dec 23 10:48:00 2021 from 222.232.244.84

Amazon Linux 2 AMI
e[|

https://aws.amazon.com/amazon-linux-2/
6 package(s) needed for security, out of 16 available
Run "sudo yum update" to apply all updates.

[ec2-user@ip-172-31-34-128 ~1$ ||

0:49) §

.compute.amazona
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Backup Plan

BACKUP

3-2-1 Backup Strategy

3x Copies 2x Storage Media 1x Offsite Copy

[ (o)

' J‘I HI
| J‘I
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Backup Plan

X PRO> MO X Virtual Environment 723 Search

Server View

v % Datacenter (clustedtest—1 3)

[ proxmox

Datacenter

Add
Q Search

Enabled
& Summary
[J Notes
Cluster
Ceph

Options

@ = 3 [0

Storage

Backup

Edit: Backup Job

General Note Template

[[] Keep all backups

Keep Last: C | Keep Hourly:
Keep Daily: 7 & Keep Weekly:
Keep Monthly: 6 ¢ Keep Yearly:

© Help

— o

Edit Job De

Sched

Retention

Node:

Storage:

Schedule:

Selection mode:

Job Comment:

OO

DT

100
101
102
103
104
105
106
107
108
109

Create: Backup Job ®
Note Template
proxmox X v Send email to:
local Email: Notify always v
’ [Editable Compression: ZSTD (fast and good)

Every 30 minutes Snapshot

Every two hours

Every day 21:00 !

Every day 02:30, 22:30 !
, Monday to Friday 00:00 3 —

Monday to Friday: hourly
P! Monday to Friday, 07:00 to 18:45: Every 15 minutes |020  9emu d
P! Sunday 01:00 Pz gemu ‘
p_l Every first day of the Month 00:00 qemy
P! First Saturday each month 15:00 | qemu ‘
P! First day of the year 00:00 30...  gemu
p}oxmox stopped Pl gemu \
proxmox stopped | gemu =
proxmox stopped - - gemu
proxmox stopped [ .| gemu
proxmox stopped jS—— gemu
proxmox ] [ H W gemu >

O00KReO OO0 On

110

\

-
o
,20
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SSL Encryption

v oHBiE @2 AOjE x

& G (AFAEE) mywebsi

my.website.com

HTTP://

(m

b

AolE= o5

HTI'PS://E

HTTP

Browser

HTTPS

Browser

Data sent across the HTTP is plain text

usermame: username
password: password
With SSL
Data sent across the HTTP is encrypted <

WEB
SERVER

username: qhgVtu0873LqtlOhhGGD5h/41638bVghRFg
password: wsdrTGD65fTV&87Bgh8Bgr6JI91L8g990nB
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Reverse Proxy

example.com

—_————
user’s device (D)

_————
user’s device (D)

example.com

_s

user's device (D)

Internet

Reverse Proxy Flow

reverse proxy (E)

origin server (F)

origin server (F)

server {{
listen 80
server_name example.com
location /

proxy

proxy

pass http

set_header
set_header
set_header

set header

/backend server

Host $host

-Real-IP $remote

-Forwarded-For $proxy add x forwarded for
- X-Forwarded-Proto $scheme

23



Nginx Proxy Manager &) NGINX

(] @ Nginx Proxy Manager

< > MW@

New Proxy Host X
4 Details 1stom locations nced
Domain Names *
Proxy Hosts ® | | AddPro:
static.example.com
- Scheme * Forward Hostname [ IP * Forward Port *
cije21.com
0 2 http://example.internal:8975 Let's Encrypt Public @ Online $
L http minio 9000 I et ’s
nfluence.jc21.com i
Q Sl s http://192.168.0.10:8090 Let's Encrypt Public o Online : Cache Assets @D Block Common Exploits E n Crypt
Websockets Support
Q http://192.168.0.10:81 Let's Encrypt Public @ Online .
® Access List
= Publicly Accessible
goproxy.jc2L.net.au
Q http://example.internal:8159 HTTP only Public @ Online
L]
homeassistant.jc21.net.au
Q http://rpi.internal:8123 Let's Encrypt Public @ Online 5 Cancel
L]
juxtapose.jc21.net.au
Q http://example.internal:3001 Let's Encrypt Public @ Online

24


https://nginxproxymanager.com/

VPN

ZE Y 4% HH

My H48 3P R RE HZIP Lig ZE
125.209.196.5 168.3.181 22
125.209.196.5 168.3.182 3389

192.168.3.181:22

1024 » 192

SSH(22)

192.168.3.182:3389
2 GlA3E(3389)

XE xoY FH|
M| &R B91IP: 125.209.196.5




VPN

node [ node

n(n-1) 90 WireGuard endpoints (for 45 connections)

€¢) WREGUARD

FAST, MODERN, SECURE VPN TUNNEL

Machines

attribute:tailscale-ssh managedby:server version:<1.26.2

Attribute: Tailscale SSH

2 machines

MACHINE

server-3
tag:server

Expiry disabled SSH

website-1
tag:server

Expiry disabled SSH

Managed by: tag:server

ADDRESSES ©®

100.111.33.444

e+ tailscale

Version: Older than 1.26.2

VERSION

1.26.0
Linux

1.26.0
Linux

Y Filters v

LASTS

Jul 2/

® Conr

Personal ()

For individuals who want to securely
connect personal devices, for free.

$O Free forever
Get started for free

No credit card required

+ Limited to 3 users

+ 100 devices

v Access nearly all of Tailscale's features
v Use Tailscale for free, indefinitely

+ Add-on devices for $0.50 each per month

26


https://tailscale.com/kb/1017/install

VPN s+ tailscale

e © W) B T Mon10:27 Q

Log out (tom@newtonbank.com)

Connected

tom@newtonbank.cor

iPhone 100.76.53.38

) Search by hostname...
MY DEVICES

My Macbook
100.105.6.115

SARAH LEE

MacBook
100.105.11.5

ENGINEERING TEAM

Gitlab Server
ANN1NK 11 70

Admin console...

This Device
My MacBook

sailable Devi
My iPhone
Sarah's MacBook
Gitlab Server
Staging Server

7 Qquit

100.105.6.115

100.76.53.38
100.105.11.5
100.105.14.79
100.106.5.92

27


https://tailscale.com/kb/1017/install

Monitoring new"r'e“c

s\ new relic Vulnerability dashboard

STANDARD

+ Adddata Untriaged vulnerabilities trend Open vulnerabilities Impacted entities
“ +0 over last 24 hours
All capabilities Critical

100 GB free/month
$0.30 per additional GB/month

All entities —> Public

) APM & services
Browser
Dashboards 0 et Pay as you go each month

Detection & Al

e

Upgrade to Standard

Errors inbox

I

=

Events
Hosts . ey . :
Monitor vulnerabilities across the entire software development lifecycle
Log management Unlocks
Your installed tools: Sourcecode Builds Runtime
We currently monitor and report —
Mobile vulnerabilities from these tools R D |

=]
B
"

Metrics

First full user $10, $99/full user @
after that - up to 5 full users.)

Lacework #~ New Relic

Je- @

Vulnerability dashboard 4 Snyk V Trivy # AWS Security Hub
u) L
/ Core users ($49/core user)

I Lacework

10k synthetic checks

250k correlated and
enriched alerts

More tools:
Learn more about other tools to help

keep your systems safe. e
Discover more tools Discover more tools l Discover more tools

/ 8+ days data retention
SSO/SAML

7 48-hour response SLA



https://docs.newrelic.com/docs/new-relic-solutions/get-started/intro-new-relic/

Monitoring

>X<pnoxmox

Processing trigge

1 /nenrelic-cli/scripts/install.sh | bash §& sudo NEW_RELIC_API_KEV-NRAK-EXIL
all

tlew Relic, Lets set up full stack sbservability for your envizoment
Notice: https://n n/ternsandconditions/ notices

nnecting to New Relic Plat
Connected

Installing New Relic

AEEEan sty
B ing available SSL
- sslvs

y Inkelease [48.0 k8]
urity/nain \va Packages [271 k8]
rity/na tion-en [162 k8]
Hitid ht!yv ke "\ dublan-org iebian bockuors Intel
Ftp. ke debian_ org/debian bookwors-updat: 5. ke]
G e
>

urity, debian.arg boolmora-s
e e e
hiktp://ftp ke debian.org/debian booknn
L nt/Linux/apt booknors InRelease [16.8 kel
it/ Linux/apt. boolaiorm/nain anded Packages [61.4 kel
e

abled, Installing newrelic-infra.
ing previously unselected pachage Libpos andsl
(reading Su171 files and di ently installed.)
Spaciog tollipach ,\mm 1S 13<ovdaniog aades
Unpackng Libpap amdsih (15
ecting previously unselect age Fluent-bit
Preparing co unpack ent-bit_3.2.10_anded.deb
Unpaciing Fluent-bit G5.2.16)
e u ackage nemrelic-dnfca
g o wps .m e a_1.65.1_andd.deb
Upacking 65.1
Seting mpqs .\mdsu (1 13 uoaenmn

0)
bin

iggers for Lib

(2.36-9+deb12u10)
Nwm ng arzent s»atus:nm attenpt

Installing Logs Integration

e e T A O systen/nenrel:

@ piscord

new-relic

@ New Relic (2%

Signal lost for 1 minutes on 'Health Check'
Anew alert has been triggered in New Relic.

Issue ID
645ab227-3b40-4c5c-a0f6-ca2c4e460b16

Priority

CRITICAL

Impacted Entities
arabica

Total Incidents

1

State

ACTIVATED

Trigger Event
STATE_CHANGE

Is Correlated

false

Created At
2025-06-22 00:35:54 EDT
Updated At
2025-06-22 00:35:54 EDT
Sources

newrelic

Alert Policy Names
Golden Signals

Alert Condition Names
Health Check

Workflow Name
Policy: 5690689 - Golden Signals (Migrated)

” New Relic (2%
'

(]

new relic

Crifical priority issue is closed
Signal lost for 1 minutes on 'Health Check’
Isue duratons 90 minutes

Sopime

1 incidents

« Signal lost for 1 minutes on "Health Check

Alert Policy

Policy Name Golden Signals
Condition Health Check

NRQL SELECT count(‘cpuPercent’) FROM SystemSample FACET entityName

Custom Violation Description A{H{ Z=Z4 A{!!

29


https://docs.newrelic.com/docs/new-relic-solutions/get-started/intro-new-relic/

DNS Update

exmple.com

IP: 123.123.123.123

IP: 124.124.124.124

CLOUDFLARE

API Tokens

Edit zone DNS API token was successfully created

Copy this token to access the Cloudflare API. For security this will not be shown again. learn more

| ZZMMCcAZI74uWp9eW20410 I

Test this token

To confirm your token is working correctly, copy and paste the below CURL command in a terminal shell to test.

curl -X GET "https://api.cloudflare.com/client/v4/user/tokens/verify" \

-H "Authorization: Bearer zzMmcAzr74uwp9ew204 1o NN \

-H "Content-Type:application/json"

About

#- A small, feature-rich, and robust
Cloudflare DDNS updater

30


https://github.com/favonia/cloudflare-ddns

Security Tips

Terralncognita_AX3000R - Chrome

. 7 Command Prompt - PortChec X + v
v = Terraincognita AX3000 x  +

< C @ AZXI9Y 19216851/ui/geoip

C:\>PortCheck -t Router-London knownports - : _
ot vord Popularity - Top 20
=7tE H4 Mg e y
Number of Users with
El Tz 27haiet m Password (absolute)
% 1 123456 290731
- e g 2 2 12345 79078
il ( ) 3 123456789 76790
Xtet (393308
B o + 4 Password 61958
5 iloveyou 51622
stal :
(R South Korea(cet2!=) 6 princess 35231
7 rockyou 22588
y
HA 58 TA 8 1234567 21726
— 9 12345678 20553
8 B o +
10 abc123 17542
& 618 F27H st
@
g AX3000R | a* ..ooo

Geo Blocking / ACL Well-known Port/Password

31



Architecture

Port-Forwarding
TCP 80 (HTTP)

TCP 443 (HTTPS)
TCP 22 (SSH)

TCP 3389 (RDP)

@ example.com

()

.

Internet
Client / Users

Admin

Home| Router
192.168.0.1

Home
192.1

N
4o

Immich

[Server
£8.0.2

oQo

Nextcloud

—&

Jellyfin

32



Architecture

g & webhooks

new relic

€ piscord

—0Q

Email

Port-Forwarding

TCP 80 (HTTP)
TCP 443 (HTTPS)

— Let's Kl
@ example.com (DNS Auto Update) «— Encrypt
CLOUDFLARE ‘&A,

)

X Proxmox

O——C

Internet

Client
(Users)

]

Admin

+2+ tailscale 12

Home|

1921

Router
68.0.1

AP

®

(Container)

ocker

cloudflare-ddns

4

Immich
(Container)

ubuntu|
Hﬁgi :89 :)v;r Lig;’; lsja(_m) Nginx Proxy Manager

CEE

i

Backup Scheduling / LifeCycle

N

@

(Container)

oQo

Nextcloud
(Container)

—O

Jellyfin
(Container)

33
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